Risk management is becoming an important management discipline for most organisations including petroleum, oil and gas companies. However, before risks can actually be managed, it is imperative to ensure that a risk management framework is embedded. This research aims to research the general approach to a risk management process for a typical petroleum, oil and gas company operating in the South African industry and to determine the primary risk types for such a company. The result of this research could serve as an awareness instrument for petroleum, oil and gas industries to support and establish an effective risk management process, while striving to achieve industry and economic objectives. Furthermore, to serve as a working platform for those companies that is still in early stages of developing a practical risk management solution.
Introduction
The petroleum, oil and gas industry forms a vital and large part of any country's economy. II provides important support 10 transport. manufacturing and energy sectors and is a huge supplier of employment. As such. risk exposures 10 this industry culminate in a risk exposure for the country as a whole. Risks arising from this industry are a real threat 10 the industry and the country and require the close anention of government and executive management. "The resulting loss of income following an event could pose a greater threat than the actual physical damage" (Hamman 2008:6) .
Risk management is applicable 10 all organisations. although the management approaches might differ. In the wake of recent risk management and corporate governance developments in terms of regulation. many organisations have by now implemented. 10 some degree. a risk management process. In some companies. these initiatives may only extend lo safety and health or financial reporting. while others followed a more holistic approach and covered the total spectrum of a risk management process.
Employees of petroleum. oil and gas companies arc widely exposed to dangerous activities. As such. most of these companies arc in an advanced stage in managing risks in terms of safety. health and environmental factors. However, to be able to effectively protect the organisation against various risk exposures and threats. it is imperative 10 understand the total risk exposure and to have a proactive management approach to prevent or minimise the potential effects should these risk events occur. II is. therefore. critical to optimise the benefits that an enterprise-wide risk management approach offers to an organisation.
As enterprise risk management are being pursued by many industries and organisations. it is imperative to do this by means of a structured approach 10 ensure that the best risk management practices are implemented according 10 the needs of the organisation.
Petroleum. oil and gas companies face similar challenges to establish a sound risk management approach. As such. this research aims 10 elaborate on an approach to risk management that could be used as a platform to develop a suitable risk management process for all companies operating in the petroleum. oil and gas industry. This will be achieved by a literature research on a risk management process and typical risks. followed by an analysis of information collated from a leading company in the South African In Australia during 1998 the Esso Longford liquefied petroleum gas processing plant experienced a massive explosion. killing two workers and injuring eight. Although the fatalilies and injuries were relatively small. gas supplies to the State of Victoria were severely affected for several months after the incident. Most of the state's gas supply was cut for almost two weeks with serious disrup1ion for a further 1wo months and a lotal estimated cost to the induslry of $1.3 billion.
A further example is the Exxon Valdez oil spill on 24 March 1989 which resulted in no fatalities. but in addition to 1he direct financial losses to Exxon. lines of around $150 million dollars were imposed along wilh $900 million civil settlements. In addition. the oil spill also had an effect on the environment which are difficult to pul into $-value terms.
Although the benefits of safety. heallh and environmental risks are well-documented and understood by most players in the petroleum. oil and gas companies, the ahovemcntioned types of incidents caused a more focused and wider approach to risk incidents as one incident could have a ripple effect on various factors such as safety and compliance with legislation. people. finance and. ultimately. the continuation of the company as a going concern. As such. risk management should be extended to assess the risk exposures as well as the financial consequences of risk incidents. To emphasise this statement. Bardy et al (2008:239) state that in today's competitive business environment. key drivers are: improved financial performance; maximised up-time; reduced insurance costs; and reduced risk of interruption 10 business resulting from risk incidents.
In this regard, typical questions 10 be answered during a risk management process could be:
• How can a cost-benefit analysis of the operational risks be performed? These questions form an integral part of proactive risk management and emphasises the importance of embedding an enterprise risk management framework and process. Stevens (2008) states that health and safety professionals need to embrace enterprise risk management to ensure that their input is valued by: using the 'correct" language; is risk-based; business focused; commercially relevant; and integrated with organisational policies and systems.
Enterprise risk management (ERM} includes risks that can innuence the enterprise as a whole and could include financial risks. legal risks. operational risks etc. Patrick (2008:30) defines ERM as an activity that creates a risk-based approach to managing an organisation's operations. strategy and controls. An important fact. though. is that each and every risk must be managed in its own right. This concept is also referred to as managing risks in silos. As a result of the specialised nature of risk types. such as credit. market and operational risks. it forces a separate management approach for each of them. The concept of ··enterprise-wide" lies with the potential influence of the risk exposun: to the organisation. A specific risk type could have an enterprise-wide innuence and as such il is important 10 manage this risk on an enterprise-wide basis instead or a narrow risk or specific business approach.
h is similarly important for petroleum. oil and gas companies to follow a similar approach IO manage their risks on an enterprise-wide basis. However. it is imperative lo develop such a framework in a structured manner. A phased approach could be followed when developing a risk management framework. which could include the following steps:
• Develop a risk management process. exactly what the organisation wants to achieve with developing and implementing a risk management framework. Should it be just for the sake of having a risk management process. the total initiative would he nullified. The banking sector. for example. refers lo the ''use test" where it must be proved that the risk management processes and methodologies actually works and assists the organisation to manage its risks up lo a point where the benefits of this process and system actually exceed the costs. This in mind. a starting point for any organisation to develop and establish a risk management framework is with a risk management process.
Risk Management Process
The absence of a clearly defined and embedded risk management process has led to many organisations suffering huge losses. The primary reason for this statement is that a risk management process can ensure a proactive approach in identifying risk exposures and implementing preventative !.:Ontrols.
A typical risk management process consists of five components. namely: risk identification. risk evaluation. risk control. risk financing and risk monitoring. This is illustrated by figure I. . risk identification is paramount for the subsequent development of a viable risk monitoring and control system. It also refers to the need for an organisation to define and understand the nature of the risk that it faces. However. according to Chapman (2008: 109) . before the activity of risk identification is a!.:tivatcd it is important to analyse the business. The purpose is to gain an understanding of the following:
• The background of the business. For example. in this instance the general business would be related 10 petroleum. oil and gas products.
•
The specific business activity. for example the specific product which could he petrochemicals. oil or gas etc.
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The abovementioncd information will provide the platform for an analysis of the business processes which can be used to determine the primary activities and the inherent risk exposures. There are various methods available to determine the inherent risks. such as:
• Questionnaires using structured questionnaires to gather relevant information on risk exposures.
• Workshops -inviting key staff to a workshop to "brainstorm" business processes in order to determine the risk exposures.
• Surveys -evaluating surveys completed by knowledgeable people to collate information on risk exposures. • Peer reviews -Lo gain the opinion of peers regarding specific risk-related issues which could be used during a risk identification process.
• Interviews -acquiring information from specialists by means of interviews regarding speci fie risk exposures. After collating the necessary information on the risk exposures. the next step is to determine a suitable risk management tool to finalise the risk identification process. Examples of these tools are:
• Risk and control self-assessments. which aim to assess an organisation's risk exposures and activities against existing control measures to determine the residual risk (net risk after taking control measures into account) that should be managed. • Loss data (incident reporting) aims to identify the risks based on historical data of losses incurred due to a risk event. This data is used to identify control measures in order to prevent similar loss events affecting the organisation.
• Key risk indicators (KRl's) arc risks that have been identified and constantly being monitored against benchmarks in order to proactively prevent a risk becoming a major problem to the business. These indicators will alert the organisation to changes that may be indicative of risk concerns.
• Process analysis consists of analysing the key business processes to identify the risks which must be managed in order to ensure that the processes arc effective.
• Scenarios aim to construct events which could negatively influence the business. These scenarios arc then subject to a risk analysis to identify the possible risks which must be proactivcly managed.
• Risk modeling makes use of stochastic models which focus on an estimation of the risk of specific processes. using. for example. loss data to determine loss distributions that could assist in identifying expected and unc;r;pected losses. A further imponant part of lhe risk financing component of the risk management process is to establish a realistic risk appetite. Risk appetite is defined as the amount of risk to which the organisation is prepared to be exposed to. Risk financing will ensure that the risk appetile of the organisation is realistic in terms of the budget. cost of risk controls. insurance and possible capital allocation.
Risk monitoring:
Risk monitoring is a continuous management component of a risk management process which aims is lo ensure the effectiveness of the risk management system and techniques which the organisation is using. Therefore. risk monitoring can be regarded as the operational process whereby the organisation can ensure that it operates within its defined risk policies and procedures and that the risk management activities arc effective. Examples of typical components which could be used for risk monitoring are the following: 
Primary risk types
• Environmental riskthe risk of loss of existing customers from the deficiencies in environmental performance. increased operating costs arising from compliance with government legislation or fines imposed by empowered environmental institutions (Chapman: 2008: 307) The primary risk types for a company operating in the petroleum. oil and gas industry was identified as the following:
• Safety/health risk -the risk exposure to employees and the community which can negatively innuence their heahh and safety and/or the implications of not complying with health and safety regulations. • Business risk -the risk that threatens the organisation's survival or its ability to sustain a profitable business activity and the creation of shareholder value due to poor strategic planning and/or external innuences incorrectly anticipated by management.
• Legal risk -the risk arising from violations of or non-conformance with laws. rules. regulations, prescribed policies or ethical standards. The risk also arises when laws or rules governing certain products or activities of an organisation's customers may be unclear or untested. Non-compliance exposes the organisation to fines, financial penalties. payment of damages, and the voiding of contracts (Young 2000:4).
• Country risk -risks arising from business ventures with or investments in foreign countries due to. for example. local government policies. political situations, corporate governance and economic climates.
• Financial risk -relates to threats to solvency. profitability and liquidity and may arise from market price movements (Cleary & Malleret 2006:84) . Given the abovementioned literature review. the study was exploratory in nature. attempting Lo determine a basis to establish the status of risk management of a typical petroleum. oil and gas company in South Africa.
RESEARCH METHODOLOGY
Due to the fact that the identified company opted to remain anonymous. the company's identity will not be revealed. however. the company is one of the major role players in the South African petroleum. oil and gas industry.
The population selected for the research consisted of randomly selected employees at all levels throughout the company. A structured questionnaire was decided on to gather data for the research due to the wide geographical area of the company. In order to ascertain the current approach and status of the risk management process for the company as well as the primary risks facing the company a closed-structured questionnaire was developed. The questionnaire was developed from the literature study and with the assistance of senior employees of the company. As such. specific questions were formulated relating to the literature study on a risk management process and definitions of various risks facing the industry. (See  table 3 ). rusk identification
Methods to idcntiry risk exposures (Sec figure 3) On average 27% of the respondents is unfamiliar with the concept. 
13%
According to the respondents. the methods mostly used to identify risk exposures are peer reviews (13%) and workshops (20%). The methods least used are questionnaires and surveys ( 19% ). while questionnaires arc being developed as a method for identifying risk exposures ( 10%).
10%
•Not used Respondents indicated that risk and control selfassessments (23%) and process analysis ( 18%) arc the most used tools. Scenarios and modeling (17%) are not used. while key risk indicators (6%) are being developed.
Risk evaluation methods (See figure 5)
On average 38% of the respondents is unfamiliar with the concept. The respondents indicated that the loss data (23%) and the risk register (13%) arc the most used methods during the risk evaluation process. while risk mapping (4%) is being developed and rating scales (22%) are not used.
Risk Control (See figure 6 ) On average 24% of the respondents is unfamiliar with the concept. The risk controls mostly used arc internal controls (35%) and policies and procedures ( 19%). The application of dedicated risk officers and risk reporting (21 %) are either not used or in a development phase.
Risk Financing
Realistic risk appetite (See figure 7) 44% of the respondents were unfamiliar with the concept of risk appetite. 33% indicated that the company has a realistic risk appetite while 23% indicated otherwise. 
22%
The respondents indicated that audit reports (22%) and monthly risk reports (20%) are the most used risk monitoring methods. The method not used is key risk indicators (17%), while incident management (4%) is being developed.
17°/om Not used
•In development 40~ Used to degree
•In use

Primary risks
According to the respondents and based on the given definitions of risk types in the literature study. the following primary risk types were identified and categorised in order of the highest to the lowest priority (See Figure 11 Operational risk was identified as the highest priority due to the following factors:
l. S La ff turnover 2. System Failures 3. Operating accidents 4. Power outages 5. Fraudulent incidents (Financial losses) Health and safety risks were categorised as the second highest priority mainly due to the physical nature of the operations. Legal risk was third due Lo strict regulations imposed by government. Credit risk was rated the risk with the lowest priority at the time of the survey.
effective and successful risk management process for the company.
